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Paxton Net2 - Requirements

Check Version

Ensure that Paxton Net2 Access Control Software is already installed and contains version

V6.8.14711.5051. To view the version number, start the Paxton Net2 software, click on "Help",

and then select "About Net2...".
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Net2 API User

Navigate to “Net2 operators”, double-click on the user “OEM Client”, set a password, and
click “Finish”. This user is required later for LACCESS ZukoServices to access Paxton via the
API. If you prefer to use a different Net2 operator, make sure he has the permission level “all

hours, all doors”.

W Net2 Access Control Net2 operators

Events New operator
E s Users : ACALCL A
g B an & Operator configuration wizard- Step 1 of 1 X
8 APl User
i Accasslovels Configure operator rights and password. To remove an operator's permissions set
their rights to 'None'.
© Timezones Click 'Finish' save changes or 'Cancel' to abort:
@l Doors
¥ Reports
;f- Net2 operators
Name |OEM Client v|| Seach |
Operator rights Supervisor v|
Password | I
Confirm password [ ]
Net2 actions
#®) Log off
Net2 details [ Concel ]| <Back | Mews | FEwish |

Now you can close Net2 Access Control.



ZukoServices Installation

Start the file 'LACCESS_ZukoServices_Setup_EN_v1.81.0.0.exe’ from the supplied USB stick
and follow the instructions. The setup will install the ZukuServices software along with the
following programs:
1. Grafa — Software for managing log entries
2. SQL Server 2022 Express — Database
3. SimonsVoss Smartintego — Software for configuring SimonsVoss wireless online
devices
4. SimonsVoss Smartintego VCN — Software for configuring SimonsVoss VCN (Virtual
Card Network) devices
5. Feig Discovery Reader — Tool for configuring Feig NFC readers
6. SimonsVoss OAM Tool — Tool for configuring the wireless online gateways

As soon as this dialog opens, please click “Install” and later “OK”.

ﬂ LACCESS ZukoServices

#% Baltech USB-to-Virhual-COM-Port Driver Driver Installer

4% Baltech USB-to-Virtual-COM-Port Driver Driver Installer x Success -4
Baltec
Baltech AG
= ) ) Balteg
Baltech USE-to-Virtual-COM-Port Driver

Driver Version 5.4.29

m v —

:I Installation completed successfully

.
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The installation is now complete. Click ”Exit”.

B " LACCESS ZukoServices Installation - X

‘ KE LACCESS ZukoServices

The installation was completed successfully.

Please restart your Server.



Smartintego Wireless Online

Components

The SimonsVoss Wireless Online System consists of following components:

e Lock Node: Lock Nodes are buttons and cylinders installed on the doors.

e Gateway Node: This is a control unit that manages cylinders via a wireless connection.
Cylinders report events to the gateway, and the gateway sends commands (e.g., open
door) to the cylinders.

e ZukoServices: The Gateway Nodes send events to the ZukoServices system.
ZukoServices processes these events and sends commands to the Gateway Nodes. A
Gateway Node can manage up to 16 Lock Nodes.

e Paxton Net2: ZukoServices retrieves information for result evaluation from the access
control system Paxton Net2. Among other things, it reads tokens, users, user groups,
and access points.

[OLACCESS
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Configuration

Create a new project

Gateway Nodes und Lock
Nodes are configured through
the Smartintego software in a
project file. To do this, open
the Smartintego program and
create a new project.

B Mew Project - Smartintego Tool WO V3.2.8698.17279 et
Project:
Mame: Testproject
Password: TTIT LT

Confirm password: |esssssss

Locking system passwords:
Wireless Online | Virtual Card Metwork

Password: T TTYYY]

Confirm password: |esssssss

Attention! Please store your passwords in a safe place!
(1 When you lost passwords, you will not be able to program you
locking system.

Passwords hint:

|r'|umbersl

[ ] Create as project template
[ ] Launch Smartintego Manager
Open this project as default

Create || Cancel

Name Project name
Password to open the project (The password
must be at least (8 characters long and
Password should include at least one uppercase letter,

one lowercase letter, and either a number or
a special character).




Confirm Password Confirmation of the password

This password is used to encrypt the Lock
Nodes. It is also required to reset devices.
Wireless Online Password The password must be at least 8 characters
long and cannot be the same as the project

password.
Wireless Online Confirm Password Confirmation of the password
Passwords hint Note on the passwords

Store passwords securely and reliably. Passwords cannot be reset. The loss of
passwords will result in project files no longer being accessible and Lock Nodes being
unusable!

After confirming with "Create" the project opens. The settings under the ,Card Configuration”
section determine how the Lock Nodes read an NFC token. Under the “Card Data” section, it is

specified whether the “Unique ID” or the encryption of a token should use “Data from setup”.

The setting for using the Unique ID (the default setting) is as follows:

=1 Card configuraticn
1= Canstruction Site Whitelist Please note that all changes on this configuration page affect all locks, After changes, all locks must be programmed.
4 5 Locks
4 @ Sector 1 Return timeout: 3 Sec
Card data: Unique ID

15O 14443-A%

* selection supports only for AX products,

B ¥
150 14443-8 legacy-products support always A + B

Custom portion:  []

Offset Online- Length Cnline- Offset Whitelist Length Whitelist
Connection (Bytes) Connection (Bytes) (Bytes) (Bytes)
n q



(Optional) The setting for using the
encryption of a token is as follows:

The settings for ,Data from setup® should
be made by qualified personnel. All setting
under ,Card Configuration® should be
completed before creating the Gateway
Nodes and Lock Nodes. If changes are
made afterward, they must be
reprogrammed on the Lock Node.

Please note that all changes on this configuration page affect all locks. After changes, all locks must

Return timeout: 5 Sec

Card data: | Data from setup =
Card setups: |1 1
Card type: MIFARE DESFIRE =

| !\ Warning! 3DES encryption will only be suppaorted in AX components from FW version 1.1.539,

Card parameters:

MName Value
Application ID (decimal): 1
Communication Mode: | ENCRYPTED v
Cryptography: AES v
FileMo. (0..255): 0

Read Key:
Read Key No. (0.13): 1]

Location of the data (e.g card I0):

Offset Online- Length Online- Offset Whitelist Length Whitelist
Connection (Bytes) Connection (Bytes) (Bytes) (Bytes)
0 10 0 10

Always Transmit UID  []

Options for AX Locks: Warning! This function is only available on AX Locks from

FW version 11,539,

After you have decided on an option, save the project in a folder you can find again. The default

folder path is C:\Users\Public\Documents\SimonsVoss\Smartintego.

Adding a Gateway Node

Setting up the Gateway Node

Mount the Gateway Node at a suitable location and connect it to a PoE switch.

To ensure proper identification later, make a note of the ChiplID, which can be found on the back

of the respective Gateway Node.

Open the SimonsVoss OAM program. You can find it in the folder: C:\Program Files\LACCESS
ZukoServices\SimonsVoss. Ensure that the Windows firewall is configured appropriately or

turned off.



You will now see the L sime
discovered Gateway Nodes | 7~ . &
within the software. Right-click

on the Gateway Node and

Poll 5can Refresh

select “Set IP”. Set the I B = SimonsVoss Device V45.00.01 EF

desired IP address. - 192 168.50.19 (34~ MNetwork configuration

The Gateway Node should be Set your network corfiguration.

on the same network as the Host name: —
ZukoServices software. The e
Gateway Node is configured | HAC Address: S ———
via a web interface. Find the Bl

IP address of the device and

access it through your IP Address:
browser (e.g., Subnet Mask: 255.255.255.000

https://192.168.178.10/).
Depending on your browser,
confirm certificate warnings
with "Advanced" and Cancel
"Continue to xxx (unsafe)" or

similar. Log in with the default username: “SimonsVoss” and the password “SimonsVoss”.

Default Gateway 152.168.050.254

O G o hitps://192.168.50.22 g

Simons Voss

technologies SYSTEM INFORMATION  CONFIGURATION  ADMINISTRATION

OVERVIEW
WAVENET
CONNECTION

System Information: Overview

Version:

Firmware version:  45.00.01

Basic network settings:

'MAC Address: 04:50:89:01:2D:AE
'Host Name: SV012DAE
DHCP: on

IP-Address: 192.168.50.22
 Subnetmask: 256256 256.0
Gateway: 192.168.50.254
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https://192.168.178.10/

Under the “Configuration” menu, you can make network settings. You should also change the
default password. To do this, open the “Administration” menu.
1] [ Yie®

» L]
technologies SYSTEM INFORMATION  CONFIGURATION ADMIN

PASSWORD
MQTT

AES
CERTIFICATE

FACTORY
REBOOT

Administration: Change password

New password:

It is also recommended to set an AES password. This password encrypts the network
communication between the Gateway Node and the ZukoServices software. To do this, open

the menu “Administration” — “AES” and set a password.

technologies SYSTEM INFORMATION  CONFIGURATION  ADMINISTRATION

PASSWORD
AES
CERTIFICATE
FACTORY
REBOOT

Administration: AES Settings

AES settings:

| save settings |

11



Integration into Smartintego

Switch into the program Smartintego. Open the Smartintego Manager at “Tools”— “Smartintego
Manager”.

W' Test (Locks) - Smartintego Tool WO V3.2.8698.17279 — [m] X
File Edit Help
|Qg Smartintege Manager... | ) [ )n; 3 o .
O [ima * ration General Lock Configuration:
n Site Whitelist B
Service Cards 3 Coupling time; |5 Sec
Options
Router:  All | Entire subnet Program
® Al locks Time Sync

Only locks with programming demand

Only locks without programming demand

When opening it for the first time, set the WaveNet password. It can be a maximum of 8
characters long. You must not make a typing error, as it is only entered once.

Password

Enter “WaveMet configuration pazsword
[max. 8 characters).

| [ Do not ask for pazsword again,

Play it safe and close the Smartintego Manager by clicking 'Exit', then restart it ( “Tools”—
“Smartintego Manager”) and enter the password again to ensure that the password has been
set correctly without typos.

12



Then right-click on WaveNet. A dialog will

appear where you can select “Add: IP or USB | ™™™ "
Gateway” and confirm by clicking “OK”.
Administration X
" Update topology I Optimised
" Find IP or USB Gateway
" Find Chip I
& dd TP or U5H Gateway
" Metwork statistics
" Check quality
" Riead list of nickname
Search in view for Chip 1D or address Wiew
. Start search Minimise_ | Save Exit
Searchforne | Mainiss | Hob |
Entgr the IP :dd(_jress of“the dev_lce and Add: IP or USE Gateway
confirm by clicking ,OK". By using the second
number (-0), you can also set a range. This Select connection
a.IIows you to add multiple Gateway Nodes ~ COM & P address  Name
simultaneously.
|192.1Ea. 50 . 23 .|n

Exit

13



=% Smartintego Manager Version 2.6.8 — O #

Metwork 10: DDDD Radio channel: 0

------ Wavelet_11_5

Metwork options

— Metwork parameters for GM_ER - 192.168.50.22.
Metwark [D: SOCA,
Fiadio frequency: I 2 ;I
Metwork mazk: IW’aveNet_‘I 1.5 LI

Do you want to add thiz node?

Yes MHa |

— Search in view for Chip ID or addre: Wie
I Start search | Minimize | Save | Exit
Search for nest | b awimize | Help |

Press ,Yes".

Afterwards, the Gateway Node will appear in the list. Make sure to save your entries!

=% Smartintego Manager Version 2,6.8

Metwark |0 GOCA Radio channel: 2

B WiaveMet_11_5
- GM_ER [0x0006_0x0021: 8901 2DAE] | 192.168.50.22




Optionally, you can assign a name to the
gateway. To do so, right-click the gateway,
choose a name and click "OK".

Administration of GN_ER (0x0006_0x0021; 83012DAE)

Configuration

Mame - |Gatewa_l,l na14

" Replace with ..

" Reset/delete
~

Maintenance

" Search master segment I~ only known

" Update branch [ Optimized

" Find Chip ID
" PFing

" Restart

" Check quality

oK Exit

Adding a Lock Node (Cylinder)

Open the Smartintego Manager at “Tools“ —
“Smartintego Manager”. A Gateway Node should
already have been added. Right-click on the entry of

Configuration

Mame :

" Replace with ...
the Gateway Node and select “Find Chip ID”. Click in & Bl
“OK”- 7
Enter the Chip ID of the Lock Node. You can find this Maintenance
on the packaging of the device. It consists of 8 € Seach master segent ™" orly known
. . “ " . " _|lpdate branch ™ Optimized
alphanumeric characters. Click Start to begin the
search for the Lock Node and wait a moment. C Fing
" Restart

" Check qualiy

5

E it
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If a Gateway node finds the cylinder, it will appear in the list. Select the Gateway node with the
highest signal strength (dBm). So the value that is closer to zero. Pay attention to the dBm
value. It should not be lower than -85. If the value is lower than -85, you need to either
reposition the Gateway Node, use a signal amplifier antenna, or install another Gateway Node.
As an example, a value like -60 dBm is good.

Result x

=0 Smartintego Manager Version 2.6.8
LM_I_SH with Chip 1D 00085CA3 can be reached

Metwork, |0 GOCA, Radio channel: 2
| Gateway/Router | RsSI(dEm) |
-52

B WaveMet_11_5
GM_ER [0=0006_0=0021; 8901 20AE] 1 192,16
s LN [0x0026; 0009A570) -53dl

ox

Save your changes and then close the Smartintego Manager.

Next, assign a name to the cylinder. This name should be descriptive and will later be used in
Paxton Net2 as well.

' Projekt] (Lock) - Smartintego Tool WO ¥3.2.8698.17279 — O
File Edit Tools Help
NS E. 9 EXY o .
=3 Card configuration
£= Construction Site Whitelist ID: 1 Read
‘Bige i
4 54 Sector 1 Mame: Haupteingang Program
25 Lock (Haupteingang)
>
WN Address: 0026
® Wavehlet
Device Address: 00000200 -
) 51.SMARTCD
Chip ID: 0009A570 — .
Read Access List
Version LNI: SW=33.25 TM=18.07
Version Lock: /-
Target: Actual:
SID: 16017 1]
LID: 128 o

1

o



Finally, click ,Program® to transfer the configurations to the cylinder.
Skipping this step may cause the cylinder to behave incorrectly and potentially lead to
high energy consumption. Programming via WaveNet can take up to 4 minutes.

Repeat this process for each cylinder and each Gateway.
Save the project again. You can optionally back it up to a secure location.

After all cylinders have been created, you must export the configuration so that you can transfer
it to ZukoServices.

To export the Smartintego project as a CSV file, follow these steps:
“File” — “Export” — “WO Configuration”. Save the CSV file where you can easily find it again.

W' JaWeDoWe (Lock] - Smartintego Tool WO V3.2,8698.17279 = O *
Edit Tools Help
1 | New Ed, 9 EXY L.
=3
&  Open 1 Card configuration
&K Close E Construction Site Whitelist ID: 2
boe
H save 3 Etage Name: 0009A570 Pragram
Save As .. & Lock (0009A570) T
2z Lock (LockNode_0026) WN Address:
Import b & Ftane ? ) WaveNet
Device Address: 00000400 _
Export 3 ‘WO Cenfiguration (@) SLSMARTCD
WO Access List Chip ID: 0009A5TO
Recent Files o p e et
Exit Version LNI: s MR
Wersion Lock: 1.1.1055/0
Target: Actual:
SID: 4886 4886
LID: 129 129
PHI: 143116988 (088RF50)
Escape & Return:
Enabled:
Time; 120 Sec
Supress Signal:
Open At Empty White List
No Beep [
Always Transmit UID
Mixed Mode with UID
Order Data S51-75.EU.C0.30-30.MWO Door Monitoring
Status: 2¢ Programming demand Emergency Opening
Battery Warning:
Bead 0%

You have now completed the setup of the SimonsVoss components in the SimonsVoss
Smartintego software. The configuration of the ZuKoServices will follow next.
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ZukoServices Initial Setup

Now you can access the ZukoServices portal at the URL
http://localhost:7071. The default login credentials are as follows:

Username: admin
Password: admin

Upon first use of the ZukoServices Portal, a setup wizard will launch. Please follow the on-
screen instructions. Click “Start”.
B [/ localhost7071/setup x | 4+ — o

< O (O localhost:7071/setup M s 3‘

ZukoService Setup

Step 1/6

ZukoService Setup

This setup will guide you through the basic settings of the ZukoService system
Please start this setup only after Paxton Net2 has been installed.

START SKIP SETUP

s
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about:blank

To license the software,

you.

ZukoService Setup

Step 2/6

ZukoService Licence

Select the ZukoService license file that was provided to you

[ﬂJ SELECT LICENSE

click “Select License” and choose the license file we have provided to

© open x
P >~ 4 4> Downloads ~ Search Downloads o
Organize v Mewfolder =- O 0
A Home Name Date modified Tpe
~
A Gallery Today
[ icense_taccess.ic 8/8/2025 12:01 PM LICF
> & OneDrive
oM Desktop 4
b Downloads #
= Documents #
‘ A Pictures »
| -
) File name: | license_LACCESS.lic ~| LICFile v
SKIP

Upload from mobile

Cancel

It is recommended to change the default password. Enter the new password twice and click
"Next". Make a note of this password in a safe place.

ZukoService Setup

Step 3/6
Change Admin password
new Password

Confirm password

NEXT

‘ SKIP ‘

19



For ZukoServices to function, a connection to the Paxton Net2 API must be established. Enter

here the password of the API user that you previously set under the “Net2 API User” section of
the documentation.

ZukoService Setup

Step 4/6

Paxton Connection

Host
localhost

Met2 User
OEM Client

User Password

=2 a2

Select “Choose CSV” and specify the previously exported file from Smartintego.

ZukoServices Setup

Step 5/6

Smart Intego Upload

Select the previously exported file from Smartintego.

0l cHOOSE csv SKIP

20



Click “Create x ACUs” to create empty Paxton Net2 door objects for any SimonsVoss cylinder
you have configured in Smartintego.

ZukoService Setup

Step 5/6

Smart Intego Upload

1 cylinders were created

Should 1 Net2 Nano ACUs be created automatically?
These are created in the “SimonsVoss™ group and must be configured.

CREATE 1 ACUS ‘ SKIP

Now you have finished the initial ZukoServices Setup.

ZukoService Setup

Setup done

Switch to Paxton Net2 Access Control - Doors. An empty door object has now been created
for each SimonsVoss cylinder. The linking to ZuKo Services is done via the Paxton Net2 access
reader name and the SimonsVoss cylinder name.

Double-click one of the ACUs with the name prefix "ACU" followed by the fictitious 8-digit
number (e.g. "ACU 42818939"). Change the freely selectable Access point naming. For a better
overview, you can use the same name that was specified in Smart Intego Wireless Online.
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Make sure that the reader’s name corresponds to the naming of the cylinder in Smartintego.
Additionally, ensure that the “reader type” and “operating mode” are configured correctly.

ACU serial number: 06678439

Door hame ACUB678439

Door group [none]

Door open time ?ﬂ seconds
Unlock the door during At no time

Only unlock the door once a user has been granted access
(] Silent operation
Unlock relay 2 during

At no time

Reader 1 I Fleadel2] Alarml Evenlsl lr'&rudu.&lalml Access lighlsl

Reader details

Name ACLI:6678433
Reader type Paxton reader
Keypad type MNone

Token data format Default
Operating mode

Reader operating mode Token only )

[ Timed operating modes - This allows for different reader operation during a selected timezone.

During this timezone: All day, every day

This reader will operate as: % naclive

Reader action - This is what will happen when a valid access is granted.

Relay 1 opens for door open time

Click ,,Apply*“.

Repeat this for each SimonsVoss cylinder, selecting one of the empty ACU objects each time.
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System Configuration

The configuration of ZukoServices is carried out via the web interface. To begin, log in to the

system again:
URL: http://localhost:7071
Username: admin

Password: admin

Operation

Events

Events can now be accessed both in the Net2 Access Control Software and on the
ZukoServices web interface. Here, you will find all communications between ZukoServices and

the online cylinders.

If you can’t see any events in Paxton, please restart the computer or manual all

LACCESS Services.

The following events are recorded in ZukoServices:

Deleted construction Site Whitelist

The Smartintego Software provides the option to
manage whitelist entries. These entries are deleted
during the system startup of ZukoServices.

Status inquiry

ZukoServices queries the status of the cylinders and
gateways on a daily basis.

Permanent access granted by user

A cylinder has been permanently unlocked by a user

Temporary access granted

A cylinder has been temporary unlocked by a user.

Access denied

The Access has been denied by ZukoServices System

Access granted

The Access has been allowed by ZukoServices System

23


http://localhost:7071/
http://localhost:7071/

Gateway Nodes and Cylinders

All imported Gateway Nodes are located at ZukoServices web interface (http://localhost:7071)
menu “Wireless Online” — “Gateway Nodes”. In the overview, you will find relevant data for the
Gateways as well as the connected cylinders.

Gateway Nodes Q
Connection ) Door
Name Chip ID IP Address
[3 Events status Lock
= \Wireless Online - | /' CONFIGURATION |
Gateway v 89012DAE 192.168.52.11 o

=0 0815
Gateway Nodes = DOOR LOCK

=
9, Smart Intego CSV Upload

Entries 10 - 1-1 of 1

%3 Vitual Card Network  ~

[ Paxton

2, User - Locks with Critical Status Q

& License Name Battery Status Cover

Entries 10 - 0-00f0

Name Gateway Node name

Indicates whether a Gateway Node is
o reachable over the network. If there is no

Connection status connection, the current cylinder status cannot
be determined and displayed.
Maybe you must set the AES password
described later in the documentation (see
Gateway Configuration - AES Encryption).

Chip ID The Chip ID is used to uniquely identify a
Gateway Node.

IP address Shows the assigned IP address of a Gateway
Node

Door lock Here, all cylinders assigned to the Gateway
Node are listed. The status of a cylinder is

24
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marked in green or red.

A ,grey“ status indicates that the Gateway
Node is not reachable, and the status cannot
be determined.

The status of a cylinder is actively queried.
The cylinder transmits its status with every
event it sends to the Gateway Node. This
approach helps extend the battery life of the
cylinder.

Click on the "Door lock" button for additional settings and details.
The cylinder view allows for both temporary and permanent unlocking of a cylinder.

e
ﬂ Gateway node: Q

Battery Cylinder Connection Long-term
Name Cover Whitelist
staius status quality release

(3 Events S —
‘ /' CONFIGURATION |
= Wireless Online - Ture1
ErpILiE SHORT-TERM
G Catevayhoses ouo9AeT0 O & o D - © wamse
Physical 1D:
9, smart Intego CSV Upload 143116988 g LeneTeam

RELEASE
% Vitual Card Network

[1 Paxton

Entries 0 - 1101

The configuration view of the cylinders shows the current whitelist written to a cylinder and
allows you to disable this list (not recommended).

Additionally, you can activate cylinder monitoring at this point. This monitoring should only be
used in exceptional cases, as it significantly increases energy consumption.

25



Gateway Configuration - AES Encryption

Under the "Gateway Nodes" menu of the ZukoServices web interface (http://localhost:7071),
click the "Configuration" button to open the settings of a Gateway Node. Here, you have the
option to enter a defined AES password. This password is used to decrypt network
communication between the Gateway Node and the ZukoServices system.

Gateway Nodes Q

Name Connection status Chip 1D IP Address Cylinder

[ # CONFIGURATION ]

v 89012DAE 192.168.50.22 .D.

[ = CYLINDER ]

Enfries 0 - 1-1 0f 1

Enter the AES password that you assigned in the SimonsVoss Gateway configuration (see
chapter: Setting up the Gateway Node) and save your entry.

AES password

AES password

Whitelist

Simons Voss AX cylinders offer the security mechanism of a whitelist. This is a list of tokens
written to the cylinders, ensuring they can open the doors in the event of a system failure or
reboot. This ensures that access to certain doors is always available.

Whitelist entries are imported from Paxton Net2 Access Control. For a user to receive whitelist
access, their token must be defined as a "Proximity card", and they must have access rights

to the door.

It is recommended that only a selected group of people be granted whitelist access.
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If tokens have already been defined as "Proximity card" in the past, change the token type to,
for example, "Proximity 1SO card" or another type. This will only affect the displayed icon at

this point.

Add new token

1] Select token type

-

21 Enter token number

() Unspecified

(®) Proximity card

() Prosimity 150 card

() Prowimity 150 card no magstipe
) Keyfob

() Hands free token

) Hands free keycard

() W atchpros

() wehicle licenze number plate
() Fingerprint verification card
() Telephone Mumber

k. Cancel

Complete Licensing

After the configuration, the system must be registered. This will link the SimonsVoss Gateway

Nodes and Feig readers to your license.

Click the "Register License Online" button in the ZukoServices web interface
(http://localhost:7071) under “License” to complete the registration. This process can only be

done once. If the SimonsVoss or Feig hardware has been changed and the license is no longer
valid, please contact support at (+49)0221 — 4744270).
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http://localhost:7071/

If the system does not have internet access,
] ] o click the "Register License Offline" button. A
Lizenz offline registrieren file will be generated and downloaded.

This file can be validated and registered by
support. Send the file to support
(support@laccess.de), and they will send you
a registered license file. This file can then be

LIZENZ OFFLINE REGISTRIEREN

uploaded via the license upload feature.

Long- and Short-Term Release

There are different ways to define a release.

ZukoServices

In the ZukoServices interface, in the cylinder view below the gateway overview, you can initiate
a short-term release. The cylinder will then open immediately for 4 seconds and then close
again. In the same location, you can also initiate a long-term release. The cylinder will open
immediately and remain open until the long-term release is cancelled there.

/1 .

Gateway node: Gateway 0815 Q
Battery Door Lock Long-term
m Events Name ! Cover Whitelist
status status release
= Wireless Online -
‘ /' CONFIGURATION
o Gateway Nodes
TestLock 12.08.2025
9, smart Intego CSV Upload Chip ID: 0009A569 09:50 ® SHORT-TERM
e ; RELEASE
Physical ID 12.08.2025 ASI
X Virtual Card Network 143116722 09:55 . N
RELEASE
D Paxton

Paxton Net2

The long-term release option in Paxton is also supported. Once the release is configured, the
SimonsVoss cylinder will automatically open for the specified period of time and then close
again.

Note: Please note that the start date of the defined time zone must be in the future. For
example, if the default time zone “All day, every day,” this will not occur again until 00:00. The
accuracy is to the minute.
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¥ VM5S-WINT1PRO - Net2 Access Control

u] *
File View Go Tools Options Help
\.2 Back -~ , Forward ~ O' Refresh &g Print Ei Find user | i Open door | h New door - # Timesheet -
¥ Net2 Access Control
[ Events ACU serial number; 02345678
Apply
fi). Users Door name TestLock
) F\.ccess levels D aor group none Cancel
= 9 Timezones ) =1
@ Atnotime Daor open time 7 | seconds Open door
@ Alday, every day Unlock the door during Al day, every day |
Working h =
e sorking ours |__| Only unlack the door ance a user has been granted access
@ Test 15:00 16:00 = .
|__| Silent operation
E @& Doors
@ Testlock Headerl Dutputs] Alarm] Events] Access rights
fi Reports Reader details
MetZ operators
i m M ame TestLock
Reader type Parton reader -
Keppad type Haone ~
Token data format Diefault Mew format

Reset a Lock Node (Cylinder)

To reset a Lock Node that has already been created in the project, please follow these steps:

1. Open the Smartintego WO Software and click on the corresponding cylinder or fitting

that you want to reset.

2. Then, perform the reset via WaveNet.

To ensure that cylinder is completely reseted and contains no data, proceed as follows:

3.

Navigate to the ,tools“ menu in the Smartintego WO Software and select ,Smartintego

Manager®

Enter the password and right-click on the desired Lock Node
Select ,Reset/delete” to fully reset the cylinder.
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Smartintego Virtual Card Network

The Smartintego Virtual Card Network communicates without a network connection. Data
exchange between the ZukoServices system and the offline cylinders occurs through writing
and reading the tokens. The system consists of the following components:

B

Update Reader

Read & Write

[[OLACCESS

Switch

b

Door Handles

Programming
Reader

Update Reader

= =

Read & Write Read & Write
OESI0 ﬁ
g
Cylinder Padlocks
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Update Reader

The update reader is usually located at the entrance of a
premises, allowing each visitor to scan their personal token
there. This enables the system to write to and read from the
token.

Program Reader

Each token in the system must be initially programmed.

SimonsVoss offline cylinder

The offline cylinders are programmed once. The
programming determines which access zone they belong to.

ZukoServices

ZukoServices provides tools for reading and writing tokens. It
also offers support for programming the cylinders.

AX Cylinder Programming

First, create your SimonsVoss offline cylinders as ACU access points in the Paxton Net2
Access Control software. To do this, right-click on "Doors" and select "Add new access control

unit."

ACU Type

Net2 Nano

Serial Number

Enter a fictitious 8-digit number that has not
been used by any other ACU (e.g.,
12345678).

Access Point Naming

Write "offline" and choose a descriptive,
memorable name for the access point.
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W Net? Access Control
Events

Q Users

i Access levels

0 Timezones

ﬂ Reports
.ﬁh Met? operators

¥ WIN-VMV3IMITUBCT - Net2 Access Control

Net? Access Control

Add new access contrel unit

Select cantrol unit type
Please select the type of contral unit pou are adding.

Met2 actions

«) Log off

bl

() NetZ plus (") Easyprox nano
() MetZ PaxLock () Met2 classic
(®) Net? nano
Control unit identification
Serial number [ 23456729
Door name |Mainentrance [offine] |
[ 2dd |

Cancel |

= o

Edit the ACU by double-clicking on the respective cylinder. Make sure that the name of the

reader includes the code word "offline", e.g., "Meeting Room (offline)". Additionally, configure
the reader details and operating mode:
V¥ OWIN-VMV3IMITUBCT - Net2 Access Control

W HMet? Access Control

Events
Q Users
i Access levels
0 Timezones
= i Doors

i Mainentrance: (offline}

ﬂ Reports

‘ﬁh NetZ operators

i ©pen door
&) Log off

b

Mainentrance (offline)
ACU serial number; 23456783

Apply

| Cancel
W

Open door

Door hame | Mainentrance [offling]
Door group | [none]

Dioor open time zeconds
Unlock. the door during | Ao time

¥]

Only urlock the door once a uzer has been granted access

[ 5ilent operation

Headerl Uutpulsl Alalml Eventsl Arcocess lightsl

Feader details

I ame | Mainentrance [offling] [In)

Feader type | Paxtan reader

¥
Keypad type [More |
Taoken data format |Default v| | Mew format |
Operating mode !
Reader operating mode | Taken anly ~
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Next, go to the ZukoServices Web ‘ I VCN Project File Download
Portal (http://localhost:7071) and
navigate to the menu item "Virtual

History
Card Network" — "Smart Intego VCN".

m Events

—_

Here, you'll find a list of created = Wireless Online v

programming tasks. Click on "Create = 1 cara network

New File". Choose a name for the new

programming task. This name is for @ Toren

later identification. In this view, all [ cyinger
offline cylinders that have been
created in Paxton Net2 Access
Control with the keyword "offline" will be listed. Click "Add" for each lock that needs to be
programmed. Then, click "Next".

Name Created on

() smart Intego VCN

Wabhlen Sie die zu programmierenden Locks.

WEITER

Name

Programmierung Besprechungsraume

Seriennummer Name

12345678 Besprechungsraum 1 offline

Eintrage 0 - 1-1of1
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In the second view, you have the option to choose which programming you would like to

perform using Smart CD:

Reset

Already programmed cylinders can be reset in order to replace
them or reprogram them.

Programming

To program a cylinder, select this option. During programming,
access points and time profiles are written to the cylinder. If you
change time profiles or access groups in Paxton Net2 Access
Control, a reprogramming of the affected cylinders is required. To
reprogram, select the "Reset" option and then "Programming."

Configure Time

The time of the cylinders should be updated annually to ensure
that the time is correctly synchronized.

Read Access Data

Smartintego offers the ability to read cylinders and view access
logs.

Emergency Opening

Smartintego provides the ability to activate the cylinder lock and
open a door.

Click on "Create File" to complete the process. Select the download button to download the file.

Open the program "Smartintego VCN" and create a new project:

Name Name of the project
Password to open the project (The password
must be at least 8 characters long, contain
Password

both an uppercase and a lowercase letter,
and include a number or special character).

Confirm Password

Confirm password

This password encrypts the Lock Nodes.
With this password, it is possible to reset

Virtual Card Network Password devices. The password must be at least 8

characters long and cannot be identical to the
project password.
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Virtual Card Network Confirm Password

Confirm password

Passwords hint

Note on passwords

First configure the “Card configuration”:

= Card configuration
4 4 Locks

1> 54 Area (Net 2) Card type:

Card parameters:

Name
Application ID:
ID-File:
Access-File:
Upstream-File:

FileType Upstream-File: | packup

Lock Gateway Key:

MIFARE DESFIRE

V]

Please note that all changes on this configuration page affect all locks. After changes, all locks must be programmed.

V]

Lock Gateway Key No: 0

The fields are freely selectable and depend on your token programming. The field "Lock
Gateway Key No." should always have the value "0". Currently, only "Card Type" — "MIFARE
DESFIRE" and "FileType Upstream-File" — "BACKUP" are supported. The Lock Gateway Key
must be 32 hexadecimal characters long and is not automatically generated. Create a Gateway
Key using numbers 0-9 and letters a-f. Save your input!

Next, import the previously generated file from ZukoServices. To do this, go to the tab "File" —

"Import" — "VCN Configuration”.
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File | Edit Tools Help

1 New o
[£5 Open
K Cose Please note that all changes on this configuration page affect all locks. After]
il save Card type: MIFARE DESFIRE v
Save As .. Card parameters:
‘ Import > VCN Firmware Patch File Value
Export » VCN Card Configuration 1
- . 2
e > VCN Configuration 3
Bt Upstream-File: 4
FileType Upstream-File: | gackup v
Lock Gateway Key: 00000000000000000000000000000000

Lock Gateway Key No: 0

You will now find all the offline cylinders that were previously created in Paxton Net2 Access
Control and exported through ZukoServices in the Smartintego VCN tree structure.

Connect the Smartintego SmartCD programmer to your PC, click on a cylinder in the tree
structure, hold the cylinder against the programmer, and click on "Execute All Tasks".

Tasks:

Index Action Execution Time Result

1 Reset  6/19/2024 10:50:52 AM @ OK
2 Program 6/19/2024 10:50:58 AM @ OK

Device Data:

Index PHI Slave Address  Order Data Version Version CR Status
1 142239758 0 SI-Z5.EUFD30-30MNVCN 11526 0O d Programmed

Repeat the process for each offline cylinder that you wish to program.
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Token Programming

Card Configuration

First, set up the card configuration in ZukoServices. To do this, open ZukoServices in the
browser (http://localhost:7071) and navigate to "Virtual Card Network" — "Card Configuration."
Apply the settings from Smartintego VCN and save the configuration.

NFC Reader

Connect a Feig OBID RFID reader to your network and configure it using the Reader Discovery
Software. Ensure that the Windows Firewall is appropriately configured or turned off. When you
see the reader in the software, right-click on it and select "Setup Network Configuration." If you
want to change the parameters, first select "change." The reader must be on the same network
as the ZukoServices software. Once you're done with the network settings, click OK.

You will need one RFID reader for programming the tokens and a second reader as an update
reader.

Next, open ZukoServices in the browser (http://localhost:7071) — "Virtual Card Network" —
"NFC Readers." Add a "Programming Reader" and an "Update Reader" (see the "Type"
dropdown). You will need to enter the IP addresses assigned to the respective readers in the
Reader Discovery Software. Save your entries.
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Token

Switch to ZukoServices, go to "Virtual Card Network" — "Token" — "Create Token," and select
a programming reader that is accessible to you. You have the following token types to choose

from:

Access-Token

Standard token for regular users. Access permissions and time profiles
from Net2 are applied. The token must be regularly updated at an NFC
update reader to maintain its validity..

Toggle-Token

This token permanently opens or closes a door. Access permissions and
time profiles from Net2 are applied. The token must be regularly updated at
an NFC update reader to maintain its validity.

Blocklist-Token

The blocklist token cannot open doors. It is only used to distribute
information, such as the blocking of specific tokens, to various cylinders. It
should be updated at the update reader before use.

Emergency-
Token

The emergency token can permanently open any cylinder. It is not modified
by the update reader and has no expiration date.

Press the "Program Token" button and present a token to the NFC reader until the process is

complete.

Token template

You can make additional token settings under "Virtual Card Network" — "Card Configuration" in
the "Token Templates" section.

Transponder validity in Enter the number of hours for which a token should be valid. After
hours (update interval) this time expires, the token must be updated at the NFC update

reader. This mechanism ensures that lost tokens can no longer be
used in a timely manner.

weeks

Blocklist duration in Enter the number of weeks a blocklist entry should be stored on a

cylinder. If a token is marked as lost in Net2, it will be recorded as
lost and inactive on the cylinder for this duration.
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Logs

Cylinder

Under the menu item “Virtual Card Network” — “Cylinder,“ you can find all offline cylinders for
which information has already been collected. You can view the battery status of the cylinders
as well as the access events for each cylinder.
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